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Introduction

This configuration guide will explain how to add and configure the alarm events provided by the
SmartBridge in the Avigilon VMS. Also, it will guide you on how to test and display the alarm events
in the Avigilon Client screen.

The following setup guide is based on Avigilon Unity Video VMS. For Avigilon Control Center VMS
software, the process still the same except that Avigilon Web Endpoint API service needs to be
installed additionally to Avigilon ACC software. The section “Communication between SmartBridge
and Avigilon” is explaining how to do it.
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SmartBridge and Avigilon pre-requisites

This is an integration architecture that shows how the SmartBridge software plugin is interfaced with
Avigilon server using Web Endpoint HTTPS API. The SmartBridge will add equipment such as G-FENCE
2400 or Maxibus hub PIDS system to its interface through IP. Once it is added, each device offers a
list of alarm events with ID, these events will be created manually from Avigilon interface in Alarms
section by using “External Software Event”. Then a Rule-To-Action can be performed such as a PTZ
preset call or other actions.

The communication of alarm events will be sent from SmartBridge to Avigilon server through a
secure IP connection using Web Endpoint API service.

——— e e ——— - - G-FENCE 2400
. | — |
—8@-‘ ACC Workstation I ; Avigilon NVR I - - -
arm Display I eb Endpoin ‘ I
Al Displ : ACC Web End t I
ACC Client Ill ACC Server Sma:’tBridge I W G-FENCE 3000
plugin
| * | SOLARIS / MAXIRIS 3100
MAXIBUS B » PrRAWD
REQUIREMENTS
SmartBridge License (required) Please refer to the manufacturer
SmartBridge version V5.4.0 and above
Avigilon ACC version V7.14.16.14 and above
Avigilon Unity Video version V8.1.0.12 and above
Minimum system requirements At least 5 GB storage for software and logs
At least 8 GB of memory
At least Windows 10 PRO 64 bits (Updated)
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Installation

This section explains how to install softwares such as SmartBridge and Avigilon that are needed to
setup alarm events.

For SmartBridge installation process, please refer to its User manual for more details.
AVIGILON UNITY VIDEO

During installation process of Avigilon Unity Video software installer, you must select server and
client options to install both. After installation is done, restart Windows and activate Avigilon license.

AVIGILON ACC

During installation process of Avigilon ACC software installer, you must select the 3 options by
checking them such as:

e AVIGILON CONTROL CENTER CLIENT
e AVIGILON CONTROL CENTER CAMERA FIRMWARE
e AVIGILON CONTROL CENTER WEB ENDPOINT

Then, click NEXT button to perform installation.
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Avigilon Control Center Server Setup

-
O

S
AVIGILON CONTROL CENTER™
with High Definition Stream Management (HDSM) ™

I Next I [ Cancel

Avigilon Control Center Server Setup

R
O

el 4
A C C 7 Install Additional Packages

AVIGILON CONTROL CENTER™

Avigilon Control Center Client
with High Definition Stream Management (HDSM) ™

Avigilon Control Center Camera Firmware

Avigilon Control Center Web Endpoint

| Back I | Next | I Cancel
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Avigilon Control Center Server Setup

L=l
O

SFE
AVIGILON CONTROL CENTER™
with High Definition Stream Management (HDSM) ™

Finish

Status :

IV"! Avigilen Control Center Server Setup — X w

Welcome to the Avigilon Control Center
Server Setup Wizard

O Vl G I LO n - The Setup Wizard will install the Awigilon Control Center
Server on your computer, To continue, dick Mext, To exit
the Setup Wizard, didk Cancel,

Back Cancel

Continue the installation process by following each step as described.
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Avigilon Control Center Client Setup

L=
O

L
AVIGILON CONTROL CENTER™
with High Definition Stream Management (HDSM) ™

Next | | Cancel I

"W Avigilon Control Center Client Setup — X ‘1

Welcome to the Avigilon Control Center
Client Setup Wizard

O Vl G I LO n - The Setup Wizard will install the Awigilon Control Center
Client on your computer. To continue, dick Mext, To exit the

Setup Wizard, dick Cancel.

Cancel

Back
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Then, check the Web Endpoint agreement and click on Install.

Avigilen Control Center™ Web Endpoint Service Setup - x

Avigilon Control Center™ Web Endpoint Service

AVIGILON CORPORATION
AVIGILON CONTROL CENTER™ SOFTWARE

END USER LICENSE AGREEMENT
Effective December 15, 2020

This Avigilon Control Center End User License Agreement (the “Agreement”) between Avigilon Corporation
(“Avigilon”), as licensor of the Software (as defined below), and you (being the person or other legal entity that is
the end user and licensee of the Software) (“You” or “Your”) governs Your use of the Software. The term
“Software” means: (a) the Avigilon Control Center software accompanying, or being used in association with, this
Agreement, including computer software, and any modified versions and copies of, and upgrades, updates, and
additions to, such software; and (b) any media, printed materials, and “on-line” or electronic documentation with
respect to such software (the “Documentation”).

By breaking the seal on the package containing the Software, or downloading, installing, copying or otherwise
using the Software, You agree to be bound by the terms of this Agreement. If You do not agree to all of the terms
and conditions of this Agreement, do not open, download, install, copy, or otherwise use the Software.

1. Grantof License. Subject to the payment of applicable license fees, and as long as You comply with the terms
of this Agreement, Avigilon grants You a limited, non-exclusive license to use the Software in object code

farm anluintha and fartho nurnncoc doceribhod in thic Aor it and the Darnmantatinn Yoore neo

[]1 agree to the license terms and conditions

aviciLon

Install

Avigilon Control Center™ Web Endpoint Service Setup — X:

Avigilon Control Center™ Web

R
O
ol

ACC 7/

AVIGILON CONTROL CENTER™
with High Definition Stream Management (HDSM) ™

Setup Progress

Processing: Avigilon Control Center™ Web Endpoint Service

Cancel
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After the installation has been completed, make sure to restart Windows to apply changes.

Then, make sure that the Windows service named AvigilonControlCenter WebEndpointService is

running.

The default static port used for the service is: 8443

-

M Task Manager

File Options View

Processes  Performance  App history  Startup  Users

~
Mame

LLALG

L ApplDSve

L Appinfo

L AppMgmt

L AppReadiness

L AppVClient

L AppXSvec

L AssignedAccessManagerSve
L AudicEndpointBuilder

Lo Audiosry

L autotimesve

Lo Avigilon Control Center

L AvigilonControlCenterWebEndpointService
L AxdnstSY

., BcastDVRUserService

., BecastDVRUserService_33bf3
S BDESVC

Sa BFE

Sa BITS

. BluetoothUserService

. BluetoothUserService_33bf5
. BrokerInfrastructure

L BTAGService

L BthAvetpSve

G bthserv

G, camsve

L CaptureService

L CaptureService_33bf3

~ Fewer details | "5 Open Services

Details

PID

6172

3808

2212
2372

2840
2548

2664
7308

812

1060
1072
1080
6104

Services

Description

Application Layer Gateway Service
Application ldentity

Application Information
Application Management

App Readiness

Microsoft App-V Client

AppX Deployment Service (AppX5VC)
AssignedAccessManager Service
Windows Audio Endpoint Builder
Windows Audio

Cellular Time

Avigilon Control Center

Avigilon Control Center Web Endpoi...

ActiveX Installer (AxInstSY)

GameDVR and Broadcast User Service

GameDVR and Broadcast User Servic...

BitLocker Drive Encryption Service
Base Filtering Engine

Background Intelligent Transfer Servi..,

Bluetooth User Support Service
Bluetooth User Support Service_33bf3

Background Tasks Infrastructure Serv...

Bluetooth Audio Gateway Service
AVCTP service

Bluetooth Support Service
Capability Access Manager Service
CaptureService
CaptureService_53bf3

Status

Stopped
Stopped
Running
Stopped
Stopped
Stopped
Running
Stopped
Running
Running
Stopped
Running
Running
Stopped
Stopped
Stopped
Stopped
Running
Running
Stopped
Stopped
Running
Running
Running
Running
Running
Stopped
Stopped

Group

LocalServicelM..,
netsves
netsves

AppReadiness

wsappx
AssignedAcce...
LocalSystembM...
LocalServicel...

autoTimeSwe

AxInstSVGroup
BeastDVRUser...
BeastDVRUser...
netsves
LocalServiceM...
netsves
BthAppGroup
BthAppGroup
DcomLaunch
LocalServiceM...
LocalService
LocalService
osprivacy
LocalService

LocalService
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Communication between SmartBridge and Avigilon

First, make sure to configure communication parameters in the Options of the SmartBridge:

t24 Smart Bridge Configurator = X
Device Address Port State

G-FENCE 2400 192.168.0.69 5000 DISCONNECTED

Add Edit Delete P —
Options v
" Englsh =
e l 127.00.1 ‘
= .
Mot de passe e |
Licence oK e

Enter the IP address and port of the Avigilon server. Then, the username and password must be the
same as the Avigilon credentials. The default port of Web Endpoint is 8443 and cannot be changed.
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Add an IP camera as an input

This section explains how to add a new IP camera to Avigilon settings. That configuration will be used

to switch video on received PIDS (Perimeter Intrusion Detection Systerm) alarm events from

SmartBridge plugin.

Under Setup tab, click on Connect/Disconnect Devices tile from the menu.

E Site Login View 1 +

Search..
~ M DESKTOP-4TLQKBS
~ E8 DESKTOP-4TLQKBS
& rtsp://192.168.0.69:554/cams/cam01.rec
Q& rtsp://192.168.0.69:554/cams/cam02.rec

& risp://192,168.0.69:554/cams/cam08.rec

I

DESKTOP-4TLQKB9

-5}

Back Up Settings

Other

o

Site View Editor

:

Access Control

-5

Restore Settings

B

Manage Site

O

Avigilon Unity Cloud

.v Ov

T

&

Connect/Disconnect
Devices

B

Site Update

@ X
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In the following screen, find you IP camera from the network or click on Find Device and add a new

ONVIF IP camera such as fixed camera or PTZ.

After entering all IP information of the device and credentials, the new camera will be listed in the

Connected Devices list as shown below.

=  Sitelogin = Viewl  Setup

Connect/Disconnect Devices... X

Find Device... Show All Servers v D Uninitialized devices Search...

Discovered Devices
Name IP Address
AXIS M1054 192.168.0.212
Dahua 192.168.0.129
General(63918) 192.168.0.125
General(63929) 192.168.0.127
HIK DS-2CD2112-1(21162) 192.168.0.121
HIKVISION DS-2CD2035FWD-1(48666) 192.168.0.122
IPC322ER3-DUVPF28-C 192.168.0.132
IPCamera 192.168.0.123
UNV IPC3232ER3-DUVZ-C 192.168.0.128
—
Connected Devices
Name IP Address Type
~ = DESKTOP-4TLQKB9
rtsp://192.168.0.69:554/cams/cam01.rec 192.168.0.69 Generic RTSP
rtsp://192.168.0.69:554/ cams/cam02.rec 192.168.0.69 Generic RTSP
rtsp://192.168.0.69:554/cams/cam08.rec 192.168.0.69 Generic RTSP

Find Device X
Search From Server: DESKTOP-4TLQKB9 v
Search Type: IP Address v
Device Type: [ONVGF v ]

IP Address/Hostname:

Control Port:

Apply credentials to all I:]
uninitialized devices.

User Name:

Password:

Type
ONVIF
ONVIF
General (ONVIF)
ONVIF
ONVIF
ONVIF
ONVIF
ONVIF
ONVIF

Model

B0 _ 3 X

Model MAC Address
M1054
IPC-HDBWS5300
IP_Camera 90:02:A%:1B:F%:AE
IP_Camera 90:02:A9:1B:F9:B9
DS-2CD2112- 44:19:87:24:52:AA

DS-2CD2035FWD-I 94:E1:AC:ED:BE:TA
IPC322ER3-DUVPF28-(
IPCamera

IPC3232ER3-DUVZ-C

MAC Address Status Netw
8. Connected LAN
#. Connected LAN
8, Connected LAN
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Add an alarm event to Avigilon

After the event gateway has been configured, make sure that SmartBridge displays VMS Connected
as status as described below. Then, to add events one by one from Protech/Sorhea PIDS devices,
click on Options button as shown below.

m Smart Bridge Configurator — p

VMS Connected v5.4.0

Device Address Port State
G-FENCE 2400 192.168.0.69 5000 DISCONNECTED

i || Em || vdee | [ Eews ]| togs | Optons

Then, select desired event name such as “10001-SENSOR_D2_1". Here the most important is the
expression name that must be the same as Avigilon external event name that will be created.
Otherwise, the event will not be send to Avigilon server.

Available Events O X
Alarm name Expression Test
10000_COMMUNICATION_LOST  Tes
SENSOR_D2_1 [ 10001_sensor_pz_1 Test
SENSOR_D2_2 10002_SENSOR_D2_2  Test |
INTRUSION_ZONE _1 10003_INTRUSION_ZONE_1 [ 7ew
TECH_ALARM_CABLE _1 10004_TECH_ALARM_CABLE 1 | Tt
TECH_ALARM_CABLE 2 10005_TECH_ALARM_CABLE_2 | Test
TECH_ALARM_VBATT 10006_TECH_ALARM_VBATT [ Tt |
TECH_ALARM_TAMPER 10007_TECH_ALARM_TAMPER I Tee
TECH_ALARM_AUX_1 10008_TECH_ALARM_AUX_1 1 Test
TECH_ALARM_AUX_2 10009_TECH_ALARM_AUX_2 [ _Te=
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In the Setup tab, under General section, click on Alarms tile to open the alarm settings.

H—=TT) T

Search...
~ M DESKTOP-4TLQKBS DESKTOP-4TLQKB9
~ B8 DESKTOP-4TLQKB9
& rtsp://192,168.0.69:554/cams/cam01.rec
S rtsp://192.168.0.69:554/cams/cam02.rec
& ritsp://192.168.0.69:554/cams/cam08.rec

General
o e®o
& a
General Users and Groups Security

[

@ 7. =

Alarms External Notifications Rules

Once alarm box settings is opened, click on +Add button to create a new alarm.

Alarms - DESKTOP-4TLQKB9 X

Alarms:

10001_SENSOR_D2_1
10003_INTRUSION_ZONE_1

“ Add
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In this screen, select “External Software Event” under Alarm Trigger Source. Then, click on Next.

Add Alarm

Select Alarm Trigger Source

Alarm Trigger Source:

Motion Detection

Search...
~ M DESKTOP-4TLC
~ £8 DESKTOP-4]
[] & rtsp:/

[] & rtsp:/

D & risp: iz(ternal

Motion Detection

Video Analytics Event

Audio Analytics Event

Digital Input Activation
License Plate Watch List Match
POS Transaction Exception c
Device Error

cl 4

Software Event

Face Watch List Match

Add Alarm

Select Alarm Trigger Source

Alarm Trigger Source:

External Software Event

v

O Auto-acknowledge

alarm immediately after it activates

& Previous

X
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In this screen, select and check an IP camera source that will be associated with the new alarm event
as shown below as an example. Make sure to properly set the parameters of alarms such as:

e Pre-Alarm Record Time: 5 seconds (Can be modified, if needed)
e Recording duration: 1 minute (Default value)
e Check the option “View linked devices when alarm is triggered”

Then, click on Next button to continue.

Add Alarm x

Select Linked Devices

Select the device(s) to link to this alarm:
Search...

v W DESKTOP-4TLQKBS
~ B8 DESKTOP-4TLQKB9
[] & rtsp://192.168.0.69:554/cams/cam01.rec
(] & rtspy/192.168.0.69:554/cams/camO2.rec
& rtsp://192.168.0.69:554/cams/cam08.rec

Pre-Alarm Record Time: 3 |3 seconds
Recording Duration: 1 % min 0 < sec

1 View linked devices when alarm is triggered

42 Previous £ Next Cancel
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In this screen, add a new recipient by clicking on its button Add Recipients...
Add Alarm

Select Alarm Recipients

Select the users that will be notified when this alarm is triggered:

User/Group First Name Last Name Wiait Time

Add Recapents...

[] Play sound when alarm is triggered: | Alarm Lwav b

@ Previous £ Next

Check Administrators as recipients.

Add Alarm

Select Alarm Recipients

Select Users

Search...

D a administrator
83 Administrators

Cancel
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Then, click on Next button to continue.

Add Alarm X

Select Alarm Recipients

Select the users that will be notified when this alarm is triggered:

User/Group First Name Last Name Wait Time
88 Administrators 0 ,/h 0 o|m

Add Reapients...

[ Play sound when alarm is triggered: | Alarm lwav b

@ Previous || ® Net | | Cancel

Skip this screen by clicking on Next button.

Add Alarm X

Select Alarm Acknowledgment Action

[C] Require a comment when acknowledging alarm

[] Activate selected digital output(s) on alarm acknowledgment
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In this screen, make sure to enter the same alarm event name as the expression in the SmartBridge
event list. Priority must be at 1, Schedule at always and check the option “Enable alarm”, then click
on Finish button.

Add Alarm X
Select Alarm Properties
Name: [10001_SENSOR_DZ_1| ]
Priority: 1 v
Schedule: Always v &
[~ Enable alarm

@ Previous () Finish Cancel

NOTE: Repeat all the previous steps to other alarm events that need to be added to Avigilon.
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Add an rule to Avigilon

To add a new rule, click on +Add button. A rule is a set of different actions that will take an alarm
event and will perform an action such as displaying an IP camera, PTZ preset, email notification...

Rules - DESKTOP-4TLQKB9 X
Rules:
'RULE1
RULE2
4 Add

Restore Defaults
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In this screen, check “Alarm triggered” under Alarm Events. Then, click on the blue link after When to
select corresponding alarm event from the list. In the popup, select the desired alarm event from
“Any of the following alarms” and then click on OK button and Next.

Rule Setup X

Select Rule Event(s)

Select the event(s) that will trigger the rule action

7 Server Events A

4 Device Events
+- Object Attribute Events
[#- User Events

-

Alarm Events
[] Alarm acknowledged
[] Alarm auto acknowledged
(] Alarm triggered
[] Alarm assigned

— a4 & " v

\Wher] alarm '10001 SENSOR D2 1'|s triggered,

& Previous 2 Next Cancel

Select Alarms X

O Any alarm

@ Any of the following alarms:

'] 10001_SENSOR_D2_1
[ 10003_INTRUSION_ZONE._1
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Under User Notification Actions, you can select “Display on-screen message” or other actions types.
By clicking on blue link message, you can customize message. Then, click on Next button to continue.

Rule Setup X

Select Rule Action(s)

Select the action(s) for the rule

User Notification Actions A~
%] Display on-screen message
[[] Send email
[_| Send notification to Central Monitoring Station
[] Play 2 sound

Monitoring Actions
[[] Start live streaming
[[] Video intercom call
[] Focus of Attention

[Tl renste Pankinasdte

When alarm ‘10001 SENSOR D2 1'is triggered,
Idisplay an on-screen message for all users,

il

45 Previous B Net | | Cancel
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Skip this screen if you don’t need to add an additional condition (optional).

Rule Setup X

Select Rule Condition(s)

Select the condition(s) to be met for this rule to run

=% Device Events
~-[[] Digital input is active
[] Digital input is not active

When alarm '10001 SENSOR D2 1'is triggered,
display an on-screen message for all users,

\‘ Previous c» Next ] l Cancel |
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In this screen, to complete the following parameters such as:

e Rule Name: RULE2 (Can be moadified, if needed)

¢ Rule Description: 10001_SENSOR_D2_1 (Must refer to the alarm event name)
¢ Schedule: Always

¢ Ruleis enabled: Checked

Then, click on Finish button.

Rule Setup X

Select Rule Properties

Rule Name: |RULE2 |
Rule Description: |10001_SENSOR _D2_1 |

Schedule: | Always v ’
Rule is enabled

\When alarm '10001 SENSOR D2 1'is triggered,
display an on-screen message for all users,

@ Previous | () Finish | | Cancel
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Receiving alarm event to Avigilon Client

When performing a new alarm event, the SmartBridge will send it to Avigilon server that will get it
and will displayed on the client interface as shown below. In this example, we forced an alarm to be
triggered by clicking on Test button from SmartBridge configurator interface. Then, we see that the
corresponding camera is displayed.

Operator can click on Ack button in the bottom bar in the camera stream to acknowledge it.

L

== Sitelogin = Viewl X | Setup B ¢ _ & X

KXl e [®E-[] 0@ ]<] » ENENIES

Search...

~ W DESKTOP-4TLQKB9
S rtsp://192,168.0.69:554/cams/cam01.rec
Q& rtsp://192.168.0.69:554/cams/cam02.rec
~ rtsp://192.168.0.69:554/cams/cam08.rec

AVIGILON UNITY

B3 4
rtsp://192.168.0.69:554/cams/cam08.rec
10001_SENSOR D2 1

Alarm name Expression Test

COMMUNICATION_LOST Tt Tect

SENSOR_D2_1 7 ~— ™ IRoom_SENson_mJ Test

SENSOR_D2_2 10002_SENSOR_D2_2 Test ON UNITY
INTRUSION_ZONE_1 | 10003_INTRUSION_ZONE_1 Test

TECH_ALARM_CABLE _1 0 Testsent. | |10004_TECH_ALARM_CABLE_1 [ Test

TECH_ALARM_CABLE 2 | 10005_TECH_ALARM_CABLE 2 Test

TECH_ALARM_VBATT | 10006_TECH_ALARM_VBATT Test

TECH_ALARM_TAMPER | |10007_TECH_ALARM_TAMPER ' Test

TECH_ALARM_AUX_1 | 10008_TECH_ALARM_AUX_1 Test
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Viewing alarm events from Avigilon client

When clicking on Alarms button form the Avigilon menu, this screen will be displayed. Then, you can
apply different actions on the received alarm such as:

o Acknowledge if it is still active
e Assign an alarm

e Bookmark an alarm

NOTE: For more details about how to setup these actions, please refer to the Avigilon user manual.

——
E Site Login View 1 Setup Search: Alarms Alarms X+ l' °' — @ X

N RO

Acknowledged

Alarm
[ Acknowledge Al Tuggers [ Purge Alarm ] Tggers
Live Live
[ Assign Alarm Tue, Feb 20, 2024 4:54:50 PM l Open In View I
I Open In View ] [ Bookmark Alarm ]
[ Bookmark Alarm ] [ Search Alarm ]

Export Alarm
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How to search alarms from Avigilon Client

To search for specific alarms, click on Search/Alarms button from the Avigilon Client menu. Then,
select the desired alarm by checking it, select a period of time and click on Search button to perform
a scan. Alarms will appear in the time bar that will be associated with an IP camera. So, you can

play the video according to the alarm.

————————
— Site Login View 1 Setup Search: Alarms X + .' O' — @ X

Alarms to Search: rtsp://192,168.0.69:554/cams/camdB.rec ¥
10001_SENSOR_D2_1
[] 10003_INTRUSION_ZONE 1

2024-02-20 F3 04:41:25.576 PM 3
2024-02-20 Ed//05:00:31.307PM 5
0, B2 19 |
v v v -
Days Hours Minutes Seconds
rtsp://192.168.0.69:554/¢al
Event Alarm Start Time Note
76 P e » TUESDAY, FEBRUARY 20, 2024
4 ’ » 4:41:25.576 PM 3:30PM 3:45PM 400PM 4:15PM +30PM 4:45PM 5:00%
Tuesday, February 20, 2024 LR g
risp://192, 168.0,69: 554/cams /cam0B.rec 1« » !
L + €o

NOTE: For more other actions and features, please refer to the Avigilon user manual.



