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Introduction

The Avigilon Unity Video software integration with Gallagher Command Centre software includes the following
features:

View live video from cameras connected to the Unity Video software and control PTZ devices in the
Gallagher Command Centre software.

View recorded video in the Gallagher Command Centre software.

View bounding boxes around objects detected by Avigilon self-learning video analytics devices.
View events from the Unity Video in the Gallagher Command Centre software.

Control Unity Video alarms from the Gallagher Command Centre software.

Video integration using the Gallagher CCVMS framework.

Ability to use a license plate number as a credential in Gallagher.

What's New in This Release

New features in the Unity Video software integration with the Gallagher Command Centre 9.3 software are:

support for Gallagher 9.3 software
Bugfix: Overlays are not displayed in Video section

Requirements

Vendor Requirements

Avigilon Avigilon Unity Video Server software 8.0 or later, or

Avigilon Control Center Server software 6.0 or later

Avigilon Avigilon third-party integration license:

ACC6-GLGR-CMNDC

Avigilon Avigilon integration executable file:

AvigilonGallagher.exe

Gallagher  Gallagher Command Centre 9.3

C13101: LIC Avigilon VMS Integration. This part number enables the following license strings onto
the license:

¢ AviglonVMS=1
e« CCVMS SDK =1

Introduction




Upgrading to the Gallagher Command Centre Release 9.3
Software

If you installed the integration software then upgraded to the Gallagher Command Centre release 9.3 software, be
aware that the upgrade process overwrites some of the files required by the integration. You may need to reinstall
the integration but your settings are not affected.

Upgrading from Avigilon Control Center 5 Software

If you are upgrading to the Unity Video 8, or ACC 6 or 7 software from version 5 and to the latest version of the
integration software, be aware that the Unity Video 8 and ACC 6 or 7 software uses a new default port number
(38880) for server communication.

After you install the Unity Video 8, or ACC 6 or 7 software upgrade, you must manually update the DVR port number
as described in Gallagher Command Centre DVR Configuration on page 7. If you had set a custom port number,
the system will continue to use the custom port number.

For More Information

For more information about the procedures outlined in this guide, refer to the following specific software
documentation:

e Unity Video Client User Guide

» Unity Video Client Server Guide

e Gallagher Command Centre User Configuration Client User Guide
e Gallagher Controller API Developers Guide

e QGallagher VMS User Interface Functionality Guide

e Control Centre VMS Development Guide

Upgrading to the Gallagher Command Centre Release 9.3 Software




Installation

Integration Server

1. (Optional) Install the Gallagher Command Centre Server software.
2. Install the Gallagher Controller API (FTCAPI) on one of the following:

* The same server as the Gallagher Command Centre if and only if there are no other plugins using
FTCAPI installed on that server

¢ Any middleware system:
Ifthe Gallagher Controller APl (FTCAPI)is installed on a middleware system otherthan where Gallagher
Command Centre Serverisinstalled, copythe CommandCentre. 1iclicensefilefromthe Gallagher
Command Centre Servertothe FTCAPIinstalled server. The location for the license file will be:
C:\ProgramData\Gallagher\Command Centre\CommandCentre.lic

% NOTE
Starting from Gallagher Command Centre 8.9, multiple instances of FTCAPI can be
installed on the same machine. Itis no longer necessary to set the Gallagher Controller IP
port, as required in previous releases.

3. Install the integration software (AvigilonGallagher.exe).
The Avigilon SDK v.6.14.28.2 will be installed as part of the bundle.

4. Apply the Avigilon integration license to one of the Unity Video Servers in your system.
As you configure the integration, all references to the Avigilon server needs to point to this server. Servers
within the same Site share configuration and set up details, so access to one Avigilon server will give you
access to all servers and cameras in the Site.

Gallagher Client Workstations

Complete the following steps for all Gallagher Workstations that require the integration.

1. Install the Gallagher Command Centre Workstation software.

2. Install the integration software (AvigilonGallagher.exe).
The Avigilon SDK v.6.14.28.2 is installed as part of the bundle.

Installing the Gallagher Control Centre Client Workstation

Prerequisites
Before beginning the installation, ensure:

e Afullinstallation (Server and Client) of the Gallagher Control Centre is installed, configured, and functional
on another computer.

¢ Both the server and the computer on which you are installing the client have mutual network reachability

Installation




% NOTE

If you are giong to install Avigilon SDK, do not use the ClickOnce deployment method. ClickOnce
does not create the required Gallagher registry keys on the client workstation.

To install the Ghallagher Control Centre Client:
1. From the computer where the full Gallagher Control Centre package is currently installed, navigate to the
Gallagher installation directory and locate the folder named Workstation.

2. Copy the entire Workstation folder to the computer that you want to install the client on (using a network
share, USB drive, or similar method).

3. Onthe client computer, open the copied folder.
4. As an administrator, run setup.exe.
5. Complete the installation wizard.

Once the installation is complete:

« open the Gallagher Control Centre on the client computer and verify it connects to the server.

e ensure event streams and video integration (if applicable) are functioning correctly between the workstation
and the server.

« if you are deploying the Avigilon SDK, you can install it now.

Silent Installation

Itis possible to perform an unmanned, or silent, installation of the integration software. If a silent installation is not
required, simply run the integration installer and follow the onscreen prompts.

% NOTE

Upgrade is not supported if the Gallagher version is lower than v8.7. The old version of the
integration must be uninstalled, then install the latest version.

To perform a silent installation, enter the following commands into a Command Prompt window:

qp TIP

I
= The logging command is optional.

« Toinstall the integration, enter the following string:
<name of the installer.exe> /quiet /log=<preferred log directory>
ISCCVMS=<TRUE/FALSE >
Set ISCCVMS=TRUE if you want to install video integration.
ISFTCAPI=<TRUE/FALSE>
Set ISFTCAPI=TRUE if you want to install Avigilon to Gallagher service.
For example:
AvigilonGallagher.exe /install /quiet /log
c:\Users\first.last\Desktop\Gallagher.log -if you want to use the default installation paths

Silent Installation




AvigilonGallagher.exe /install /quiet /log

c:\Users\first.last\Desktop\Gallagher.log

ISCCVMS=TRUE ISFTCAPI=TRUE -if you wantto use the custom installation paths
» To uninstall the integration, enter the following string:

<name of the installer.exe> /uninstall /quiet /log <preferred log directory>

For example:

AvigilonGallagher.exe /uninstall /quiet /log

c:\Users\first.last\Desktop\Gallagher.log

To see all available commands for command line usage enter the following string:
AvigilonGallagher.exe -h

| % NOTE

/log - command is optional and can be used if installation logs are needed.

Check the Avigilon License

Check that the Avigilon license was applied correctly after you have installed all the required software.

Open the Unity Video Client.
Click = and select Site Setup.

Click License Management. The License Management dialog box appears.
The dialog box must show Integration Support > Yes or the software was not properly licensed.

Check the Avigilon License




Basic Configuration

The basic configuration establishes the link between Avigilon servers and Gallagher servers. This allows the two
servers to communicate.

Adding an Integration User in Unity Video Software

To protect the security of the Unity Video software, add a user in the Unity Video Client software specifically for
connecting the integration. The user you add will be used to connect the Unity Video system to the Avigilon
integration software. See the Unity Video Client User Guide for more details.

The following privileges are used by the integration user:

¢ View Live Images

° Use PTZ Controls

° Lock PTZ Controls
¢ Receive live events with identifying features (this is required to use the LPR feature)
« View Recorded Images

The integration username and password is used to add Avigilon servers to the Gallagher Command Centre
software.

In the Unity Video Client software, complete the following steps:

In the Setup tab, select the site then click }L&

In the Groups tab, click Add Group.
In the following dialog box, select to copy the Standard Users group permissions.

L=

In the Edit Group dialog box, give the new group a name then select the recommended permissions for the
integration.
Make sure only the required permissions are selected.

Click OK to save the new group.
Select the Users tab then click Add User .
In the Add/Edit User dialog box, enter a Username:.

e

In the Password area, complete the following fields:
» Password: enter a password for the user.
» Confirm Password: re-enter the password.

» Password never expires: you may want to select this check box so that you do not need to update the
Unity Video software password for the integration.

9. Select the Member Of tab and select the check box beside the group you created earlier in this procedure.
The other two columns display the permissions linked to the selected group.

10. Click OK. The user is added to the system.

Basic Configuration




Gallagher Command Centre DVR Configuration

This configuration allows for communication between the Avigilon Unity Video server and the Gallagher Command
Centre server.

1. Inthe Gallagher Configuration Client, open the External Systems Master List Window.
2. Right-click and select New > External System Server.
3. Inthe General tab, enter a name for External System Server.
4. Inthe Setup tab, enter the IP or the name of the system on which FTCAPI is installed and the port number.
The default portis 1073.
External Systern Server 1 - Properties @

General HostMame:  172.16.0.161

Setup

Motes Port: 073 =

[ Import Certificate, .. ] [ Expart Configuration, ..

[ Clear Certificate ]

(] 4 ] [ Cancel Apply

5. Import a Gallagher FTCAPI certificate GallagherFTCAPI.pem from location
..\Gallagher\Gallagher FTCAPT.

6. Export the certificate as GallagherFTCAPI.ini and save on the system. The default location is
..\Gallagher\Gallagher FTCAPI.

7. Right-click on External System Server and select New > DVR System.
The New DVR System—Properties dialog box appears.

In the General tab, enter a name for the Avigilon server.

9. Inthe Configuration tab, enter the server IP address, port, username and password used to access the Unity
Video server. Use the username and password you created in the Adding an Integration User in Unity Video
Software on the previous page.

Use the format <Server Address:Port>,<Username>,<Password>
Forexample: 172.16.0.176:38880, administrator, password

Gallagher Command Centre DVR Configuration




CWR Systern 1 - Properties

General

Syskern Type: AvigilanInkeaqration

Event Response

. Zonfiguration
Alarm Instruckions

Shabus and Cverrides 172.16.0.176: 38580, administrator , password)|

Alarrn Transmission
API Setup
Configuration

DYR Setup

ameras

Icons

Maotes

K, ] [ Cancel ] [ Apply ]
10. Select the DVR Setup tab then complete the following fields:
DWR Systern 1 - Properties @
General 'R Setup PC
Event Response MWamedP &ddriezs: 172160176
Blarm Inskructions Username: admiistrator
Skatus and Overrides
Alarm Transmission Password: seestens
APT S&tup Corfirm Password:  eeesesss
Configurakion
DYR Setup Wiewing YWindows
Cameras Stored: | Awigllon Gallagher CCVMS -|
I .
wens Live: | wigilon Gallagher CCVMS -
Mokes
Qpen a new window for each view
Ok ] [ Cancel ] [ apply J

Gallagher Command Centre DVR Configuration




° Name/IP Address: enter the IP address for the Avigilon server that is licensed for the integration.

° Username and Password: enter the same username and password that was used in the
Configuration tab.

° In the Stored drop down list, select Avigilon Gallagher CCVMS.
° In the Live drop down list, select Avigilon Gallagher CCVMS.

11. Select the API Setup tab.
Complete the following fields:

DWR Systern 1 - Properties @
General Conneckions
Event Respanse Controller: | Controller 6000 1 q
Alarm Instructions
Skatus and Overrides JErver: ’E External Systern Sercer 1 v]
Alarm Transmission
APT Setup
- - Identity
Configuration
CYR Setup (@) Unique: Avigilon
Zameras )
Irons () Zame as: -- Mone Selected --
Mokes
(04 ] [ Cancel Apply

o Select a controller to associate with the Avigilon server.
° In the Server field, enter the name of the external system server that is running the FTCAPI.
° Inthe lIdentity area, give the Avigilon Site a Unique identity.

12. Select the Event Response tab then select an Alarm Zone for all Events for the server.

13. Click OK.

Gallagher Command Centre DVR Configuration




Trigger and Acknowledge Avigilon Alarms from the
Gallagher Software

Create alarms in the Unity Video Client software that can be managed by the Gallagher Command Centre software.

Avigilon Alarm Configuration Environment

Set up alarms in the Unity Video Client software before you configure the the Gallagher Command Centre software
to manage all the alarms.

% NOTE
The alarm name is case sensitive and must be unique to the server.

In the Unity Video Client software, open the site Setup tab and click ‘!'
In the Alarms dialog box, click Add.

3. Onthe Select Alarm Trigger Source page, select External Software Event from the Alarm Trigger Source:
drop down list. Click'::‘? after you complete each page.

4. Onthe Select Linked Devices page, select the cameras to link to this alarm, and set the Pre-Alarm Record
Time: and Recording Duration:.

5. On the Select Alarm Recipients page, select the Unity Video software user that was added for the
integration. You can also add any other groups or users that need to be notified when this alarm is triggered.

6. (Optional) If you would like to trigger an action when an alarm is acknowledged, select Activate selected
digital output(s) on alarm acknowledgment check box.

a. Select the digital outputs to be activated and specify the duration.

b. Select Require user confirmation before activating digital output(s) check box if the user needs to
confirm the alarm before the digital output action is initiated.

7. Enter a name for the alarm and set the alarm priority. The alarm name is used to identify the alarm during the
integration.

8. Ensure Enable alarm check box is selected then click @ .

Configuring the Gallagher Command Centre Software to
Trigger and Acknowledge Avigilon Alarms

Configure the Gallagher Command Centre to manage Avigilon alarms. The Gallagher Command Centre uses
FTCAPI strings to send alarm triggers and acknowledgments to the Unity Video software.

Trigger and Acknowledge Avigilon Alarms from the Gallagher Software




1. In Gallagher Configuration Client, open the External Systems Master List window.
2. Right-click the camera associated with an alarm and select Properties.
3. Select the Trigger-Output tab.
4. Open the Hardware Master List window.
5. From the Hardware Master List window, drag the output that will trigger the alarm into the Trigger—Outputs
tab in the Properties dialog box.
Outputs can include magnetic locks, alarm bells or warning lights. A change in any of the outputs will send a
FTCAPI string that can be used to trigger or acknowledge an Avigilon alarm.
a B
DVR Camera 1 - Properties ﬁ
General When one of these Outputs changes state, its tigger string will be sent out
Event Response through the Controller AP
Alam Instructions Mame . Diescription
Status and Ovemides 'ﬁ.OLﬂDLﬂ [}
Alarm Transmission
Setup
Trigger - Qutputs
Trigger — Events
Reflected Outputs
lcons
Notes
ok || Cancel || poply |
b
6. Click OK.

7. Inthe Hardware Master List window, right-click the selected output and select Properties.

Configuring the Gallagher Command Centre Software to Trigger and Acknowledge Avigilon Alarms




8. Select the Messages tab.

Output & - Properties @
General Event messages (leave blank for defaulk message)
Event Response o
Alarm Instruckions OfF;

Skatus and Crverrides

. Skate names
Alarm Transmission

Conneckions on; o
Messages OfFs OfF
Advanced
Controller APT strings
ameras
Icons o IalarmTrigger 172.16.0,176 burg alarm Insett

Motes IfF: I Insert
Insertable control characters: | S0H Ox01 -

(0 ] [ Cancel Apply

9. Inthe Controller API strings area, enter the alarm trigger information in the On field in the following format:
alarmTrigger <Licensed Avigilon Server Address> <Alarm Name>
Forexample: alarmTrigger 172.16.0.176 burg alarm

% NOTE
The case sensitive alarm name is configured in the Unity Video Client software. For more
information, see Avigilon Alarm Configuration Environment on page 10.

10. You have the option of adding an acknowledgment string in the Off field to automatically acknowledge the
alarm in the Avigilon system. Use the following format:
alarmAck <Licensed Avigilon Server Address> <Ack Permission> <Alarm Name>
Forexample: alarmAck 172.16.0.176 normal burg alarm

% NOTE
<Ack Permission>can be setto normal, grant or deny. The grant and deny settings can
only be used when the alarm requires user confirmation to activate a digital output. For
more information, see Avigilon Alarm Configuration Environment on page 10.

Configuring the Gallagher Command Centre Software to Trigger and Acknowledge Avigilon Alarms




TIP

I

- If the alarms are sill not being received in Unity Video after following the steps above, in
Advanced Settings, ensure the schedule for output activation is set to Default Outputs Off.
To configure this:

1. Click Hardware > Select Required output > Advanced.
2. In Schedule for output activation, select Default Outputs Off.
3. Click Apply.

Alarm Monitoring in the Unity Video Client Software

All alarms configured in the Unity Video software can be monitored by the Unity Video Client. For more information,
see the Avigilon Unity Video Client User Guide.

Alarm Monitoring in the Unity Video Client Software




View Avigilon Image Data and Events in the
Gallagher Command Centre Software

The Gallagher Command Centre software can be configured to view live and recorded video from Avigilon
cameras, and receive Avigilon events. The Gallagher Command Centre software associates recorded video with
specific alarms, so you must configure an Action Plan in the Gallagher software before you can review recorded
video in the Gallagher Command Centre software.

Configuring Cameras

Before Avigilon cameras can be viewed in the Gallagher Command Centre software, the cameras must be added to
the Gallagher Command Centre software. Complete the following procedures:

Assigning Logical IDs to Cameras

In the Unity Video Client software, assign a logical ID to each camera. The integration software only allows you to
access cameras with a logical ID. By default, cameras do not have a logical ID.

1. In the Unity Video Client software, right-click a camera in the System Explorer and select Setup.

2. Inthe camera Setup tab, click General.

3. Inthe General dialog box, enter a Logical ID: for the camera. The logical ID must be unique number.

View Avigilon Image Data and Events in the Gallagher Command Centre Software




Gallagher Camera Setup

In the Gallagher Configuration Client, open the External Systems Master List Window.
Right-click the window and select New > DVR System Camera.
In the General tab, name the Avigilon camera.

L=

Select the Setup tab, and complete the following fields:

CWR Carnera 1 - Properties @

iEneral DVR System: ’?ﬁu DR Systern 1 v]
Event Response

Identification: 1
Alarm Instruckions

Status and Overrides Access Zone: ’ -- Mone Selected -- v]

Alarm Transmission onfiguration

Setup

Trigger -- Cukputs
Trigget -- Events
Reflecked Cukputs
Icons

Maotes

K, H Cancel ][ Apply

* DVR System: select the Avigilon server the camera is connected to.

« ldentification: enter the Logical ID assigned to the camera in the Unity Video software. For more
information, see Assigning Logical IDs to Cameras on the previous page.

5. Select the Event Response tab then select an Alarm Zone for all Events for the camera.
6. Click OK.

Testing the Connection

After the cameras and software have been configured to support the integration, test the connection to confirm that
the integration was successful.

In the Gallagher Command Center, perform the following steps:

1. In the Monitor Site Viewer, configure the camera to view video using Viewer configuration. For more
information, see the CCVMS Development Guide.
If you are able to watch live video, the connection was successful.

If you are unable to watch live video and a ® symbol appears over the camera in the Gallagher
Configuration Client, the connection was unsuccessful. Confirm the following then test the connection again:

Gallagher Camera Setup




» The camera is connected to the Avigilon Server it was assigned to in the Gallagher Camera Setup
procedure.

e The camera’s logical ID matches the Identification assigned to the camera during the Gallagher
Camera Setup procedure.

e The FTCAPI was installed properly.

¢ The installation and configuration procedures were completed in full.

2. Install Unity Video Client on the Gallagher server. Log in to the Unity Video Server. Set up the Connection
Type to WAN mode. If you cannot see the live videos, this means that IP ports 38880 and 38881 TCP are
closed between the Gallagher and Unity Video Server(s). You can uninstall Unity Video Client after the test.
See the section titled Setting Connection Types for instructions on setting the connection type to WAN mode.

3. Open a CMD window on the Gallagher server. Enter: netstat -ant | findstr 1073 (or the custom IP port). The
output must show the IP portin a LISTENING state. If not, check the configuration.
See the section titled Gallagher Command Centre DVR Configuration on page 7 for more information.

If the connection continues to be unsuccessful, contact Avigilon Technical Support at support@avigilon.com.

Viewing Live Video and Controlling PTZ Cameras

In Gallagher Command Centre, open Monitor Site Viewer tab and view the camera that is configured through
Viewer Configuration.

For more information on how to setup a camera tile in Monitor Site Viewer refer to CCVMS Development Guide.

Camera - DWR Camera 1

If the Avigilon camera is configured for pan, tilt, and zoom (PTZ), the mouse icon will appear on screen to provide
the PTZ functionality or you can use keyboard PTZ controls.

If you are watching video from an Avigilon video analytics device, the object bounding boxes are automatically
displayed. A red bounding box identifies a person, and a blue box identifies a vehicle. To disable this feature, see
Disabling Bounding Boxes for the Recorded Video on page 41.

Viewing Live Video and Controlling PTZ Cameras
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Configuring and Viewing Recorded Video

You can only view recorded video from Avigilon cameras when the cameras are part of an alarm from the Gallagher
Command Centre software. Gallagher Command Centre alarms are generated from events with an Action Plan.
Avigilon cameras must be added to an Action Plan to become part of a Gallagher Command Centre alarm.

Adding Avigilon Cameras to a Gallagher Command Centre Software
Action Plan

Create an Action Plan to enable Avigilon cameras to record when an alarm is triggered in the Gallagher Command
Centre software.

1. Inthe Gallagher Configuration Client, open the Action Plan Master List Window and the External Systems
Master List Window.
Right-click the Action Plan Master List Window and select New > Action Plan.
In the General tab, name the new Action Plan.
Select one of the following tabs:
o Select the Armed tab if the Action Plan is to be associated with an Armed Alarm Zone.
o Select the Disarm tab if the Action Plan is to be associated with a Disarmed Alarm Zone.

Action Plan 1 - Properties @
s by (esssgeonty <] 4o [ Nane Seleced <]
Dizarmed Triggers Cameras, Macros,

Usarl Cutpuks; § and External S',.fitem Items:
Llsera Marme Marne
Escalation #2DYR Camera 1

Command Centre

Maotes

Deackivate: [Deactivate oukputs when alarm is acknowledged -

[ keep alarm and relays ackive when alarm zone unset

Escalation Rules

[| Escalate if not acknowledged for: 1] * | Seconds
[|Escalate if in active state For: ] | Seconds
[|Escalate if zone contains: n = flarms
[|Escalate if two events From the same point within: | 0 * | Secands
Escalate if bwo events From diff erent points in .
O same zone within; o - Seconds
K ] [ Cancel ] [ Apply

5. Inthe Alarm Priority drop down list, select an available alarm priority.
6. Forthe Cameras, Macros and External System Items box, drag a camera from the External Systems

Configuring and Viewing Recorded Video




Master List Window into the box.
7. Click OK.

Assigning Action Plans to Events in the Gallagher Software

After an Action Plan has been created to include Avigilon cameras, the Action Plan must be attached to an event to
trigger alarms.

To assign an Action Plan to an event in the Gallagher Command Centre software, see the Gallagher Command
Centre Configuration Client User Guide.

Viewing Recorded Video

Once an alarm is triggered by an event that includes an Avigilon camera Action Plan, recorded video can be
viewed.

% NOTE
If an alarm is deleted, the event cannot be viewed.

1. Inthe Gallagher Command Centre software, open the Alarm Viewer tab. To configure camera in the Alarm
viewer, see CCVMS Development Guide.

Camera Tile Configuration

General

Title: Camera

Showe Tile Header
Show Carmera Controls

Source

) Operator Selected Carmera

@ Stored footage from Action Plan Carmera(s)
) Livve feed from Action Plan Carerais)

) Stared Footage from Event Source Carnera

) Livve feed from Ewvent Source Camera

Clase

2. Select the alarm and the camera tile will display the recorded video.

Assigning Action Plans to Events in the Gallagher Software
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If the video does not display, the event may still be occurring and the Avigilon server may not have finished
recording the event. Wait a few seconds then try again, or watch the live video.

If you cannot locate the alarm, use the Find Tool to locate the recorded video.

Snapshots
To take a video snapshot of an Avigilon camera from the Gallagher Command Centre, carry out the following steps:

1. Log into Gallagher Command Centre and navigate to Monitor Site Viewer to see configured Avigilon
cameras in the view.

2. Click the Advanced Control button for the camera, shown highlighted in red below:

4

3. When the Advanced Control ribbon appears, click the Take Snapshot button, highlighted in red below:

@[]

4. The snapshot is copied to the clipboard.

aq4qanumrr»

Exporting Video
To export video for an an Avigilon camera from the Gallagher Command Centre, carry out the following steps:
1. Log into Gallagher Command Centre and navigate to Monitor Site Viewer to see configured Avigilon
cameras in the view.
2. Navigate to the time frame for which you wish to export video for the camera:

¢ Drag the timeline icon, or
Click Date and Time display to enter date and time settings.

3. Click the Advanced Control button for the camera, shown highlighted in red below:
a»

4. When the Advanced Control ribbon appears, click the Export Video button, highlighted in red below:

a4qanumpmr»

Snapshots




5. The video export pane appears:

ﬂ Avigilon Video Export [4.0C-H3A-D1{2793233)] - [m] x
Stertfime: 30032022 115756 v | Endtime [30092022 12025 x|
Export location: [C:\Users\Administratorh\ideos wideo ave .
Video format: [AVE =] widi: [o =] Height: [0 =]
Compression I'f(?1 -

Export overlays
= r - =
Start export

State: Count: Bytes:

6. The following export options are available:

e Starttime

e Endtime

e Export location

¢ Video format:
° AVE or AVI

e Width

¢ Height

« Compression (available for AVI exports only):
° None
° JPEG
o H264
° VCi1

Export Overlays (available for AVI exports only):
° Camera name
© Camera location
° Timestamp
° Analytics
Configure your export settings as required and click Start export.
8. As the export is executing, the progress bar displays an Executing state for the export:

State: Executing Count: 2473 Bytes: 32251630

9. When the export is complete, the state will be shown as Completed:

State:  Completed Count. 9001 Bytes: 120165532

10. The exported video may be opened to view from the selected Export location on the PC.

Exporting Video




Configuring Unity Video License Plates as
Credentials

The Gallagher Command Centre software can use license plates read with the Unity Video software as credentials.
The following sections cover the necessary steps to setup license plate credentials.

Configuring Gallagher Software to Use Unity Video License
Plates as Credentials

% NOTE
The following procedure assumes that you are setting up a fresh Gallagher configuration. If you
already have items configured such as Doors, Access Groups, and so on, and just want to add
license plate numbers as credentials, follow step 3 and step 11b to add the new license plate
credential cards to your existing setup.

1. Launch the Gallagher Configuration Client.
a. Ensure the following items are listed under the Configure toolbar option:
e Hardware
« External System
¢ Unity Video NVR is added in External System and cameras are added to it
« Action Plans for events
b. Ensure that the Controller board is online in the client.
2. Navigate to File > Server Properties > Licensing tab and note down the Facility Codes displayed there.

Avigilon Demo - Properties *
General License State: Licensed. There are 29 day(s) and 23 Selact New Licence File
Fe=reT hour(s) of grace time remaining before system becomes
)
read-only

Ewvent Priorities
) Expiry Date 24/11/2019
Alarm Flooding

Alarm Zone States General Features Limits  Customisations Plugins

Event Defaults

Alarm Instruction Defaults Site Name | Avigilon Demo |
Alarm Transmission Serial Number | 19072 |
Alarm Notes

Operator Defaults Version | 7.90 |
User Codes Fadlity Codes I| 105182 I |
Competency Messages

State Names Mabile Credentials Renewal | 1March |
Measurement Units Key Devices g Controller 6000 1

Advanced

3. Open the AvigilonGallagherFTCAPI.exe file on the Integration Server with a text editor. This file is located
at Program Files (x86) > Gallagher > Gallagher FTCAPI. Enterthe facility code into this file,
as <add key=facilitycode" value="[your facility code]"/>.
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! 3 > This PC > OS(C) > Program Files (x86) > Gallagher > Gallagher FICAPI v O

| 1| AvigilonGallagherFtcApiexe - Notepad

| File Edit Format View Help
|«?xml version="1.0"2>
| <configuration>
| <startup useLegacyv2RuntimeActivationPolicy="true">
| <supportedRuntime version="vd.e" sku=".NETFramework,Version=va.6.2"/>
| </startup>
| <appsettings>
<add key="HetworkConnectionType" value="LAN"/>
<add key="ClientSettingsProvider.Serviceuri® values""/>
| <add key="FacilityCode” value="899999"/>
<add key="LicensePath” value="C:\ProgramData\Gallagher\Command Centre\CommandCentre.lic"/>
<add keys"LpreéventDatasent” values"@"/><l-- @ = lpr plate found (license plate string), 1 = lpr match (candidate license plate)-->
<add key="LprQueryIntervalSec” value="2"/>
| </appsettings> I
| «<system.web>
<membership defaultProvider="ClientAuthenticationmMembershipProvider™>
| <providers>
| <add name="ClientAuthenticationMembershipProvider” types“System.Web.ClientServices.Providers.ClientFormsAuthenticationMembershipProvider, System.Web.Ext
</providers>
</membership>
| <roleManager defaultProvider="ClientRoleProvider” enabled="true">
| <providers>
<add name="ClientRoleProvider” type="System.Web.ClientServices.Providers.ClientRoleProvider, System.Web.Extensions, Version=4.0.8.8, Culture=neutral, Pu
</providers>
| </roleManager>
</system.web>
|</configuration>

4. Click Configure > Card Types. Right-click in the Card Types popup window and select New > Card Type.

Tl card Type - X
MName Dlescription Created Llast.. Last ..
[l Card Type 1 19/06.. 19/06.. Syste...
[l Card Type 2 20/06.. 20/06.. Syste...
Tl Mobile Credential 07/06... 07/06.. Syste..
=4 PIV Card Default PIV Card type 07/06.. 07/06.. Syste..
| Mew... uﬂ | Card Type |

Delete .& Morpheo Biometric Type

Refresh list | Jll  Mohile Credential Type

Copy |

Enter the following details in the Card Type creation window:
a. Provide a name in the General tab.
b. Inthe Setup tab, provide a Region Code and a Facility Code:

¢ To complete the "Region Code," add your unique facility number from the license file after the
default letter "A" to the "Facility Code” box.
Important: Do not use any letters other than "A" at the beginning of the code. Using a
different letter will result in a "Wrong facility code" error when attempting to access the
door.

¢ The Region Code is the alphabet character, from A-P, mentioned in the Facility Code value, as
noted in step 2, above. This can be different from the license file value. If the region code is
incorrect it will appear in the event log. In this case, try a different region code.

« The Facility Code is the numeric characters mentioned in the Facility Code value, as noted in

Configuring Gallagher Software to Use Unity Video License Plates as Credentials




step 2, above. This can be different from the license file value.

Card Type 2 - Properties X
General Card Fadity
Setup Region Code (A-P): Fadlity Code: | 05152
PIN:
s Current Fadlity Codes: | AQ5182.
Inactivity
Printing and Encoding Card Number
Notes Format: | Text
Syntax: | ‘
Description: | ‘

Card State Set
CardState Set: ||| Default Card State Set

Card Defaults
From:  [Moajo7/01s
Until: [osfozf2018 5 = Issuelevel: |1 |3
Adh i
M [ card Issue Level must match default
Period: El Days

Enable card expiry notification

oK Cancel Apply

c. Click Apply and OK to save the settings.

5. Click Configure > Alarm Zone. Right-click in the Alarm Zone popup window and select New > Alarm Zone.
Enter the following details in the Alarm Zone creation window:

a. Provide a name in the General tab.
b. Select the Controller from the drop-down list on the Connections tab.

Alarm Zone 2 - Properties *

General

Ewent Defaults
Alarm Instruction Defauits  ConToler: ‘ -- None Selected -- v ‘
Status and Overrides s — None Selected -- I
Alarm Transmission > Controller 6000 1

Name Descrption Type

Connections
State Changes
HV/LF Mode
Advanced
Dependencies
Pushbuttons
Entry Delay
Exit Delay
Delay Warnings
Reflect Outputs
Alarm Warnings
Testing

Confirmed Alarms
Cameras Add Ttems

Icons

Notes oK Cancel
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c. Select an Action Plan for the Card Event drop-down list on the Event Defaults tab.

Alarm Zone 1 - Properties
General Action Plans
_EventDefauits Event Group Action Plan o)
Alzrm Instruction Defaults [ Access Denied - Use Defa...
Status and Overrides [ Access Zone State Change - Use Defa
Alarm Transmission [ Action on Access Waming - Use Defa...
Connections [ Mlarm Acknowledgement — Use Defa...
State Changes [ Alarm Transmission Failure - Use Defa
g [ Mlarm Transmission Notice - Use Defa...
T [ Alsrm Transmission Warming - Use Defa
Advanced [ Mlarm Zone Change Problem - Use Defa...
Dependencies [[] Mtz Zone HV/LF State Change ~ Use Defa...
Pushbuttons [T]Alam Zone State Change - Use Defa...
Entry Delay Card Emor - Use Defa...
; E7 Card Event Action Plan 1
Exit Delay
Card Trace - Use Defa...
BEplEE (] Cardholder Locker Assigned - Use Defa
Reflect Qutputs [ Cardholder Locksr Assignment - Use Defa...
Alarm Warnings [ Cardholder Locker Remaval - Use Defa...
Testing [ Cardholder Locker Removed - Use Defa v
Confirmed Alarms Action Plan for ‘Card Event' Evants:l g Action Plan 1 | -
Cameras
Icons
Notes oK Cancel Apply

X

d. Click Apply and OK to save the settings.

6. Select Configure > Hardware and open the Hardware properties. These are the Controller properties.

In the Event Response tab, select an alarm zone from the Alarm Zone for all Events drop-down list.

a.
Controller 8000 1 - Properties
General Action Plans
EventResponse Event Group Action Plan ~
BEDIERGEEE [ Card Ermor - Use Defa...
Status and Overrides [ Command Centre Comms Established ~ Use Defa...
Alarm Transmission [ Command Centrs Comms Intemupted - Use Defa...
Setup [ Command Centre System - Use Defa...
Controller Address ([ Controller Event - Use Defa...
(7] DHCP Failure — Use Defa
e [ Dial Up Failed ~ Use Defa
Serial Devices [Z1DIP Switch On ~ Use Defa
Virtual Outputs [ InterCortroller Offline Monitoring ~ Use Defa...
EOL Resistors [ Mairtenance Faiure - Use Defa...
HBUS Devices [ Mairtenance Waming - Use Defa...
[ Network Attack ~ Use Defa...
Softw
orware [ Metwork Nomal - Use Defa...
Card Formats ([ Power Failure ~ Use Defa...
Cameras (7] Power out of Range — Use Defa W
Icons
Offline Maonitoring -~ Use Default -
Hat=s Alarm Zone for all Events: B Alarm Zone 1 -
aw oK Cancel Apply

x

b. Click Apply and OK to save the settings.

7. Select Configure > External System and open the properties for the external system that was added. These

are the properties for the Unity Video NVR external system.
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a. Inthe Event Response tab, select an alarm zone from the Alarm Zone for all Events drop-down list.

DVR System 1 - Properties X

General Action Plans
Event Response Event Group Action Plan
Alarm Instructions [ Command Centre Comms Intemupted - Use Defa
Status and Overrides [] Extemal System - Use Defa
Alarm Transmission
API Setup
Configuration
DVR Setup
Cameras
Icons
Notes

-- Use Default --

Alarm Zone for all Events: | -~ Mone Selected - “
- Mone Selected -
- | Alarm Zone 1

b. Click Apply and OK to save the settings.

8. Select Configure > Access Zone. Right-click in the Access Zone window and select New > Access Zone.
Enter the following details in the Access Zone creation window:

a. Provide a name in the General tab.
b. Inthe Event Response tab, select an alarm zone from the Alarm Zone for all Events drop-down list.

Access Zone 1 - Properties X
General Action Plans
Event Response Evert Group Action Plan
Alarm Instructions [ Card Trace — Use Defa...
Status and Overrides [ Zone Court Madmum - Use Defa...
Access Mode (1] Zone Court Midrangs —Use Defa...
Dual Authorisation [ Zone Court Minimum - Use Defa..
Advanced

Triggered Overrides
Competendes
Competency Exemptions
Personalised Actions

Cameras
Salto Options
Icons
-- Use Default --
Notes
Alarm Zone for all Events: - None Selected — -

-- Mone Selected --
# Alarm Zone1
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c. Inthe Access Mode tab, select a Schedule from the drop-down list.

X
Gened Schedule I|é[_-{ Default Access Zone Secure I 3 | View Schedule
Event Response
Alarm Instructions Code only code
Status and Overrides First Card Unlock
Access Mode

[[] scheduled 'Free' state is secure until privileged cardholder is granted access

Dual Authorisation FIN Required
Ad d
vanes Cardholder Overrides

Triggered Overrides When zone in Mode 1:

When zone in Mode 2:

Competendies
Display Name | Secure - No PIN | | Free - No PIN
Competency Exemptions

Personalised Actions Access mode |Secure v Free v

Cameras

3 PINs mode
Salto Options

No PIN ~ Mo PIN -~

Icons
Notes

Cancel Apply

d. Click Apply and OK to save the settings.
9. Open the properties for the camera added under the external system that was configured in step 6.

a. Inthe Event Response tab, select the External Event Group 10, (External Event Type Group 10 =
"Device LPR plate found") and then select an alarm zone from the Alarm Zone for all Events drop-

down list.
DVR Camera 7 - Properties X
General Action Plans

Event Response Evert Group Action Plan &
Alarm Instructions [[] Extemal Event Group 0 - Usze Defa..
Status and Overrides [ Extemal Event Group 1 ~ Use Defa..
Alarm Transmission r__] Edemal Event Group 2 — Use Defa..
Setup [[] Extemal Event Group 3 - Usge Defa..
T —EiEiE [[7] Extemal Event Group 4 - Uge Defa..
Exemal Event Group 5 — Use Defa..
T =EEs [[7] Extemal Event Group & - Use Defa..
Reflected Outputs [ Bdemal Event Group 7 — Use Defa..
Icons [ Edemal Event Group 8 - Use Defa..
Notes ~ Use Defa..
[] Edemal Event Group 10 - Use Defa..
Exemal Event Group 11 - Use Defa..

=TT 12 Voo Tt hd

Action Plan for ‘External Event Group __ Use Default —- -

5' Events:
Alarm Zone for all Events: E Alarm Zone 1 -
Cancel Aoy

Configuring Gallagher Software to Use Unity Video License Plates as Credentials




b. Inthe Setup tab, select an Access Zone from the drop-down list.

DVR Camera 7 - Properties X

General DVR System:

g DVR System 1

Identification: | 708|

Event Response

Alarm Instructions

Status and Overrides Access Zone: I_[l'ﬂ Access Zone 1 | ~
Alarm Transmission Configuration
Setup

Trigger - Qutputs
Trigger —Events
Reflected Outputs
Icons

Notes

QK Cancel Apply

c. Click Apply and OK to save the settings.

10. Select Manage > Access Groups. Right-click in the Access Group window and select New > Access
Group. Enter the following details in the Access Group creation window:

a. Provide a name in the General tab.
b. Inthe Access tab, drag and drop an Access Zone into the field.

3 | [ Access Zone — X
= ]‘E Access Zone 1
G |
sners Access Zone Schedule oy wem s st —
Lineage v — —
. Ejﬁ.’-’\ccess Zone 1 * Default Cardholder Access Gran...
Cardholder Membership
Membership Defaults
Access
Privieges

Terminal Access

Alarm Zones

Personal Data
Anti-Passback Response
Salto Access

Personalised Notifications
Notes

Access Zons! Schedule:
oK Cancel Apply
c. Select a Schedule from the drop-down list.
Access Group 1 - Properties X

General Access Zone Schedule

Lineage e

. Access Zone 1 Defautt Cardholder Access Gran...

Cardholder Membership

Membership Defaults
Access

Privieges

Terminal Access

Alarm Zones

Personal Data
Anti-Passback Respanse
Saltn Access
Personalised Notifications
Motes

Access Zone: ﬂi Access Zone 1

v | Scheduled 28 Default Cardholde ~

oK Cancel Apply
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d. Inthe Privileges tab, make sure the following settings are checked:
¢ Lock and unlock access zones
¢ View alarms and items
e Shuntitems
* Acknowledge all alarms
¢ Change to the Disarmed state
e Change to the Armed state
* Prompt for alarm zone selection
¢ Force-arm alarms zones

¢ Auto-isolate alarm zones

Access Group 1 - Properties X
General Access Privileges Alarm Zone Privileges
Lineage Visitor [~ change to the Disarmed state
Cardholder Membership [Escort visitors [change to the Armed state
Membership Defaults Lock and unlock access zones [[Jchange fence HY/LF mode

[Entry allowed during lockdown
[JFirst card Unlock

Access

Privileges

Terminal Access

Alarm Zones

Personal Data
Anti-Passback Respanse

Terminal Privieges

Salto Access View alarms and items [ Prompt for alarm zone selection
Shunt items Farce-arm alarm zanes
Personalised Notifications
[#] acknowledae all alarms [] Auto-isolate alarm zones

Motes
Acknowledge alarms below high prierity

[JLock out fence zones
[ cancel others lock out

0K Cancel Apply

e. Inthe Alarm Zone tab, drag and drop the Alarm Zone that you created in step 4 into the field.
f. Click Apply and OK to save the settings.

11. Select Configure > Doors. Right-click in the Door window and select New > Door. Enter the following details
in the Door creation window:

a. Provide a name in the General tab.

b. Inthe Event Response tab, select an alarm zone from the Alarm Zone for all Events drop-down list.
c. Select an Action Plan for the Card Event.

d. Inthe Connections tab, select the Controller device from the drop-down list.

Configuring Gallagher Software to Use Unity Video License Plates as Credentials




Door 1 - Properties

General

Event Response

Alarm Instructions Controller:
Status and Overrides
Alarm Transmission
Connections

Devices

Entry Zone

Exit Zone

Advanced

Challenge

More Challenge
Cameras

Icons

Entry Actions

Exit Actions

Notes

Eg Controller 6000 1 ~

QK Cancel Apply

e. Inthe Entry Zone tab, configure the following settings:

» Select an Access Zone from the drop-down list.

Door 1 - Properties

General

Event Response
Alarm Instructions
Status and Overrides
Alarm Transmission
Connections
Devices

Entry Zone

Exit Zone
Advanced
Challenge

More Challenge
Cameras

Icons

Entry Actions

Exit Actions

Notes

Access Zone _D.E Access Zone 1 i

Entryis controled by:  (®) Reader(s) (O Push button(s)
Reader(s): -- None Selected -- -
-- Meone Selected - ~
Disable feedback [] Turn off all warning/alarm sounds []
Free
handle
Push button(g): -- None Selected --

-- Mone Selected --

oK Cancel

» Select a camera from the Reader(s) drop-down list.

Door 1 - Properties

General

Event Response
Alarm Instructions
Status and Overrides
Alarm Transmission
Connections
Devices

Entry Zone

Exit Zone
Advanced
Challenge

More Challenge
Cameras

Icons

Entry Actions

Exit Actions

Notes

Access Zone

Entry is controlled by:

_D.E Access Zone 1 ~

(®) Reader(s) (O Push button(s)

Reader(s): VR Camera 4 i

#g DVR Camera 7 ~
Disable feedback [] Turn off all warning/alarm sounds []
Free
handle
Push button(g): -- None Selected --

-- Mone Selected --

oK Cancel

f. Click Apply and OK to save the settings.

12. Select Manage > Cardholders. Right-click in the Cardholder window and select New > Cardholder. Enter

the following details in the Cardholder creation window:
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a. Inthe General tab, provide a First Name, Last Name, and Short Name. Adding a Description is

optional.

b. Inthe Cards tab, configure the following settings:

i. Make sure the Cardholder Authorised checkbox is checked.

ii. Right-click in the table section and select Insert. A card will be added to the table.

Cards

Access Groups
Relationships
Personal Data
Print/Encode
Competencies
Event Notifications
Motes

User Code
Operator Configuration
Alarm Transmission
Salto Options
History

Cardholder 2 - Properties *
General Cardholder Authorised [Juse extended access time
Status and Overrides Mumber  Type Issue Level  Enabled

Remove from List

Card State:
Card Type: Issue Level:
Number: | Resident
From: Trace
Last Printed /Enceded: |
0K Cancel Apply

iii. Select Active from the Card State drop-down list of the new card.

iv. Enter the license plate number for this cardholder in the Number field.

Access Groups
Relationships
Personal Data
Print/Encode
Competencies
Event Notfications
MNotes

User Code
Operator Configuration
Alarm Transmission
Salto Options
History

Cardholder 2 - Properties X
General Cardholder Autharised [J Use extended access time
Status and Overrides Mumber  Type Issue Level  Enabled
s Test123 CardType 1 1 Yes

Card Type:  7]]| Card Type 1 v|  Issuelevel: | 1
Number: ‘ | Test12d || Resident []
Until: |[]o8/o7/2018  ~

Last Printed/Encoded: | |

o | cnes

c. Inthe Access Groups tab, drag and drop an Access Group into the field.

d. Click Apply and OK to save the settings.

13. Open the Access Group you created in step 9. In the Cardholder Membership tab, drag and drop new

cardholder in the field.

Configuring LPR in the Unity Video System

License Plate Recognition (LPR) is a licensed feature that allows users to read and store vehicle license plates from
any video streamed through the Unity Video software. You must have the LPR feature licensed and installed on

your server.
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In the server Setup tab, click License Plate Recognition. The License Plate Recognition dialog box opens.

2. Select alane from the License Plate Lane list. The number of lanes listed is determined by the number of
License Plate Recognition channels that are available on the server.

3. Complete the following fields:
« Name: The name for the lane.

e Camera: Select the camera that will perform license plate recognition. One camera can be used for
multiple lanes.

¢ License Plate Configuration: Select the regional license plate format that needs to be recognized by
the camera.

« Pre-Event Record Time: Enter the amount of time that video is recorded before the license plate is
recognized.

« Post-Event Record Time: Enter the amount of time that video is recorded after the license plate is
recognized.

* Minimum Confidence: Move this slider to set the minimum confidence that is required for a detected
license plate to be recognized. The default value is 80%.

« Select the Enable this lane check box to enable LPR for the lane.

« Max Image Analysis Rate: Enter an image rate between 1-60 ips. This setting specifies the
maximum frame rate analyzed by the LPR service. The default value is 15.

o If this setting is higher than the camera's image rate, the LPR service will analyze all of the
frames from the camera, increasing the processing time.

o If this setting is lower than the camera's image rate, the system will reduce the number of
frames it will analyze, reducing the processing time.

4. Move and adjust the green overlay until it spans the width of the traffic lane in the camera's field of view. LPR
is only performed in the green area.

% NOTE
A red overlay means the license plate detection area is too large and cannot be used.

5. Click OK.

LPR is now configured for your site and you can add or update your Watch Lists.

Adding a Watch List

When you add a new Watch List to your site, you can import or manually add each license plate that needs to be
detected. Each license plate has a Minimum Confidence setting that determines how similar the detected license
plate must be for it to be considered a match.

% NOTE
For Unity Video and ACC software version 6.12 and later, the Minimum Confidence is the
probability that the detected license plate number matches a license plate in the Watch List. For
earlier ACC software versions, the Minimum Confidence is the percent difference between the
detected license plate and the license plate in the Watch List.
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QP TIP

- If you receive too many false alarms for a license plate, increase that license plate's Minimum
Confidence. If you are missing alarms for a license plate, decrease that license plate's Minimum
Confidence.

In the server Setup tab, click License Plate Watch List.

Click Add. The Add Watch List dialog box is displayed.

Enter a Watch List Name: and Watch List Description:.

Click Add to add a license plate to your Watch List.

Enter the license plate number and select the Minimum Confidence with the slider.

o g kw2

Click OK. The license plate is added to the Watch List. Continue adding all required license plates to the
Watch List.

7. Click OK to save the Watch List.

Adding a Watch List




Configuring Unity Video System Events in the
Gallagher Command Centre Software

To monitor Unity Video system events in the Gallagher Command Centre software , you must create three
placeholder cameras to receive event information from Avigilon. This allows you to monitor the health of the Unity
Video system in the Gallagher Command Centre software. Unity Video system events can include server errors,
database issues and low storage availability.

In the Gallagher Configuration Client, open the External Systems Master List Window.

Right-click the window and select New > DVR System Camera.

In the General tab, give the placeholder a name.

> wh =

Select the Setup tab, and complete the following fields:

D%R Carnera 1 - Properties @

=eneral DYR. System: ’::;_,, DR Systern 1 v]
Event Response

Identification: 1
Alarm Instruckions

Status and Overrides Access Zone: ’ -- Marne Selected -- v]

Alarm Transmission Configuration

Setup

Trigger -- Cukputs
Trigger -- Events
Reflected Cukputs
Icons

Maotes

(04 H Cancel ][ apply

« DVR System: select the Unity Video Site you want to receive system information from.

« |dentification: enter one of the following. Make sure the Identification is spelled exactly as listed or the
system events will not be received by the Gallagher Command Centre software.

° Unity/ACC Server Events —for Unity Video Server events.

° Unity/ACC Database Events —forvideo indexing, video metadata and configuration data
related events.

° Unity/ACC Storage Events —for network video recorder storage events.
5. Click OK.
6. Repeat this procedure until you have a placeholder for each of the three event types.
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Each of the events are mapped to an External Event Group ID in the Gallagher Command Centre software. When
an event occurs, the Gallagher Command Centre software will respond using the Action Plan assigned to the event.
To change the Action Plan, see Configuring Action Plans for Avigilon Events on the next page.

Configuring Unity Video System Events in the Gallagher Command Centre Software




Configuring Action Plans for Avigilon Events

Configure an Action Plan to respond to events generated by the Avigilon system and cameras.

1. Inthe External System Master List Window, right-click an Avigilon camera or placeholder and select
Properties.

In the DVR Camera—Properties dialog box, select the Event Response tab.

3. Inthe Event Group list, select the External Event Group you want to edit. For a detailed list of the External
Event Group ID assigned to each Avigilon event, see Gallagher External Event Group ID List on page 40.

DVR Camera 1 - Properties ot

General Action Plans
Event Response Event Group = Action Plan pak
Alam Instructions [ ] Extemal Evert Group 0 ~ lse Defa...
Status and Ovemides (] Extemal Event Group 1 ~Use Defa.. | E
Alarm Transmission (] Edemal Event Group 2 — Use Defa...
Setup (0] Bdemal Event Group 3 —Use Defa...

. Extemal Event Group 4 - Use Defa...
Trigger - Outputs '—_]

o | Extemal Event Group 5 Action Plan 1
Iegger = Exvarks | 7] Fxtemal Fyent Groun & ~lsaDefa
Reflected Outputs Action Plan for ‘External Event Group [ = : |
ioria 5 Events: [L] Action Plan 1 ad|
Motes

Alarm Zone for all Events: [E Alarm Zone - l
L Ok || Cancel |[ dooy |

4. Inthe Action Plan for External Event Group drop down list, select an Action Plan.
If you want to view the recorded video for a motion event, select an Action Plan that includes the Avigilon
camera. For more information, see Adding Avigilon Cameras to a Gallagher Command Centre Software
Action Plan on page 17.

. Inthe Alarm Zone for all Events drop down list, select an alarm zone for this alarm.
6. Click OK.
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Troubleshooting

Contact Avigilon Technical Support: avigilon.com/support if the following troubleshooting solutions do not resolve
the issue.

Integration Fails

After you install the integration, the following issues arise:

« You are able to add the Avigilon server and cameras but all the devices are displayed as offline in the
Gallagher software. When you open the Unity Video Client software, the server and cameras are online and
functioning.

¢ The Avigilon to Gallagher API service displays a Started status, but the FT Controller service is stuck in the
Starting status.

The issue may occur if there is a port conflict between Gallagher Command Centre and the Gallagher Controller
API (FTCAPI). To resolve the issue, complete the following steps:

1. Ifthe FTCAPI is installed on any middleware machine, make sure the license file (CommandCentre.1lic)is
present on that server. The location for the license file is defined in Integration Server on page 3.

2. Restart the FT Controller Service.

When you launch the Gallagher Command Centre software again, the Avigilon server and cameras should be listed
as online.

Avigilon Camera Will Not Display Video

After you install the integration, the following issue arises. You are unable to watch live video from an Avigilon

camera and a ® symbol is displayed over the camera in the Gallagher software. When you try to display live
video from the same camera in the Unity Video software, it displays correctly.

This issue occurs if the integration was unable to connect with the camera. Confirm the following then test the
connection again:

» The license file received for integration support has CCVMS SDK support. To verify, open the license file
CommandCentre. 1ic and check if it contains the string CCVMS SDK =1. The location for the license file is
defined in Integration Server on page 3.

» The camera is connected to the Avigilon Server it was assigned to in the Gallagher Camera Setup
procedure.

e The camera’s logical ID matches the Identification assigned to the camera during the Gallagher Camera
Setup procedure.

e The FTCAPI was installed properly.
¢ The installation and configuration procedures were completed in full.

Video in Gallagher Application is Incomplete or Discolored

After you install the integration, the following issue arises. Video displayed in the Gallagher applications appear
clipped, incomplete or shows discoloration.

Troubleshooting
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This issue typically occurs in complex network environments where UDP traffic between Gallagher and Avigilon
server may be blocked.

To test if this is the issue, install the Unity Video Client software on one of the affected systems, then complete the
following steps:
In the Unity Video Client software, login to the site that manages the cameras used in the integration.

Display the affected video.
The video is clipped, incomplete or show discoloration like in the Gallagher applications.

Open the Client Settings dialog box, and select the Site Networking tab.

Select the site that you are logged in to, and change the Connection Type: drop down list setting from LAN
to WAN (Secured).

e. Check the displayed video again.
Video displays correctly, without any of the previously noted issues.
If video displays correctly after you switch to the WAN setting, complete the following steps to resolve the issue:
1. Navigateto . .\Command Centre\Bin and copythe CCFT.exe.config file to your desktop.
The full folder path is typically: C: \Program Files (x86)\Gallagher\Command Centre\Bin.

2. Navigateto . .\Command Centre\Client\CCVMS and copy the
AvigilonSdkGallagherProxy.exe.config file to your desktop.
The full folder path is typically: C: \Program Files (x86)\Gallagher.

3. Open the two .config files in a text editor and add the following line after the <configuration> tag:
<appSettings>
<add key="NetworkConnectionType" value="WAN"/>
</appSettings>
Save and close the files.
Open a new text file and enter the following lines:
<?xml version="1.0"?>
<configuration>
<appSettings>
<add key="NetworkConnectionType" value="WAN"/>
</appSettings>
</configuration>
Save the new file as AvigilonGallagherFTCAPI.exe.config.
Close the following Gallagher applications if they are open:
» Gallagher Command Centre
¢ Gallagher Configuration Client

8. Copythe CCFT.exe.configfileintothe ..\Command Centre\Bin folder:
If you are prompted, allow the system to overwrite the unmodified version of the files in the folder.

9. Copythe AvigilonGallagherFTCAPI.exe.configfileintothe ..\Gallagher\Gallagher FTCAPI
folder:
If you are prompted, allow the system to overwrite the unmodified version of the files in the folder.

10. Copythe AvigilonSdkGallagherProxy.exe.config fileintothe . .\Command
Centre\Client\CCVMS folder:

Video in the Gallagher applications should now display correctly without issue.

Video in Gallagher Application is Incomplete or Discolored




Unable to Select Date to Play Video from the "Play from time"
control

This issue typically occurs when the date and time format for Gallagher Command Centre server installed systems
is not in Date/Month/Year format. To resolve this issue, make sure Gallagher Command Centre installed system
has date time format set to dd/mm/yyyy.

Missing Analytic Events in Gallagher Alarm Monitoring

This issue occurs when using UNITY software versions v8.4 through v8.7 (inclusive). Update your system to UNITY
v8.8 or higher.

% NOTE
Note: If an upgrade is not feasible, revert to UNITY v8.3 or earlier.

List of Presets is Not Appearing in Gallagher's Monitor Site
Viewer
Install CCVMS SDK version 7.60.08 or higher.

Avigilon Server Status is "Device is not responding”

This issue occurs if the integration was unable to connect with the camera. Confirm the following then test the
connection.

« Verify that the <FTCAPI install folder>\Gallagher FTCAPI Test Harness.exe within the Gallagher installation
directory is responding properly.
This .exe tool can be used to confirm if the notifySystemRegistered events are being fired. If the
notifySystemRegistered event is not being fired then the issue is with Gallagher.

« Verify that port 1073 is open bi-directionally from Gallagher and the Controller.

Offline Status for Recorders and Cameras

After you install the integration, the following issue arises: Cameras and recorders displayed in the Gallagher
applications sometimes appear Offline, despite being connected.

This issue typically occurs in complex installations that involve multiple recorders and high camera counts.
If you encounter persistent false offline statuses, complete the following steps to reset communications:

On the computer hosting the integration, open the Windows Services manager (services.msc).
Locate the Avigilon Gallagher Integration Service.

w =

Right-click the service. A menu appears.
4. Click Restart.

Once the connection has been established (30-60 seconds), check the status in the Gallagher Control Centre.

Unable to Select Date to Play Video from the "Play from time" control




Best Practices for System Stability
To prevent performance degradation and status synchronisation issues:

» Gallagher recommends a maximum of 1,000 cameras per recorder. Exceeding this limit can lead to
instability and delayed status updates.

* When managing multiple recorders, ensure the integration service has sufficient system resources to poll all
devices effectively.

For detailed specifications on system limits and advanced configuration, refer to the official Gallagher manual.

Offline Status for Recorders and Cameras




Appendix

Gallagher External Event Group ID List

To change the way Gallagher handles each Unity Video software event, change the Action Plan assigned to the
Gallagher External Event Group ID. For more information, see Assigning Action Plans to Events in the Gallagher
Software on page 18.

Avigilon Unity Video Events Gallagher External Event Group ID

Unity/ACC Server Events
Network interface removed
Device connection error

Out of resources

Hardware event

Server terminated unexpectedly

Server stopped

N W OO N ©

License expiry

Unity/ACC Database Events

Database lost

Database environment and databases forcefully deleted

Database environment deleted

N | W | O

Database reindex
Database environment recovered 1
Unity/ACC software storage events
Volume failed

Image volume initialization

Writes failed

Writes blocked

Write queue full

A OO N 0 ©

Low disk space
Device specific events
Device LPR plate found 10

Communication error 9
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Avigilon Unity Video Events Gallagher External Event Group ID

Recording interrupted
Video signal lost

No camera data
Motion started

Lost frame packets

License plate match

N W | OO N

Firmware upgrade error

Analytics started 1

Disabling Bounding Boxes for the Recorded Video

To disable the bounding boxes, you must have access to the computer that the Gallagher Command Centre
software is installed on, and permission to edit the configuration files.

1. Locate and openthe AvigilonSdkConfig.cfgfilein a text editor.
The file is typically located at:

C:\Program Files (x86)\Gallagher\Command Centre\Client\CCVMS
2. Inthe text editor, locate this line:
<ConfigItem name="DisplayAnalyticsOverlay" type="Boolean" value="1"/>

3. Changethe value=from11to0.
4. Save thefile.

Next time you watch video from the analytics camera in the Gallagher Command Centre software, the bounding
boxes are no longer displayed.

Updating the Command Centre License File Path

1. Openthe AvigilonGallagherFTCAPI.exe config file located at C:\Program Files
(x86)\Gallagher\Gallagher FTCAPI\.

2. Change the value of the license path corresponding to the LicensePath key. This is the location where the
license file for Command Centre is located.

<add key="LicensePath" value="C:\ProgramData\Gallagher\Command
Centre\CommandCentre.lic"/>

3. Save thefile.

Disabling Bounding Boxes for the Recorded Video




Comparing Only License Plate Numbers for Unity Video Watch
List Match Events with Cards Configured in Gallagher

1. Openthe AvigilonGallagherFTCAPI.exe config file located at C:\Program Files
(x86)\Gallagher\Gallagher FTCAPI\.

2. Locate the LprDataEventSent key.
3. Change the LprDataEventSent corresponding value from 0 to 1.

<add key="LprEventDataSent" value="1"/>

4. Save thefile.

Comparing Only License Plate Numbers for Unity Video Watch List Match Events with Cards Configured in Gallagher




More Information & Support

For additional product documentation and software and firmware upgrades, visit support.avigilon.com.

Technical Support

Contact Avigilon Technical Support at support.avigilon.com/s/contactsupport.

More Information & Support
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